Statistical test for anomaly detection
of TCP/IP protocol stack (see Table 1 ). The Chi-square multivariate test for Anomaly Detection Systems can be represented by equation 1: 
Discrete Wavelet Transform features
Second algorithm used for anomaly detection is based on Discrete Wavelet Transform [6] [7] . The main goal of wavelet transform is to decompose the input signal into family of some specific functions called wavelets.
Wavelets are functions that are generated through a process of dilations and translations of one single function, which is usually named "mother wavelet". The idea of wavelet transform was defined by J. Morlet [8] 
where Ψ m,n means a family of discrete wavelet functions. The discrete wavelet transform is computed by applying a separable 1 − D filter bank to the input signal.
Given a signal s of length N , the DWT consists of log 2 N stages at most. The first step produces, starting from s two sets of coefficients: approximation coefficients cA 1 , and detail coefficients cD 1 . These vectors are obtained by convolving s with the low-pass filter Lo_D for approximation, and with the high-pass filter Hi_D for detail, followed by dyadic decimation (downsampling). The next step splits the approximation coefficients cA 1 into two parts using the same scheme, replacing s with cA 1 and producing cA 2 and cD 2 and so on. The wavelet decomposition of the signal s analyzed at level j has the following structure: [cA j , cD j , ..., cD 1 ]. In case of proposed ADS system signal represents parameters of network traffic (see Table 1 ). For detecting anomalies in ADS we are using as a parameter energy of DWT coefficients:
where P i -DWT coefficients of approximation or detail subbands. Profiles are built from approximation cA and detail cD coefficients calculated during 3 level DWT decomposition.
Additionally, we added to preprocessor calculation of wavelet transform by using Lifting Scheme [9] . Lifting
Scheme is an efficient implementation of Wavelet decom- 2 Proposed anomaly detection SNORT preprocessor
In Fig. 1 block diagram of proposed ADS SNORT preprocessor is presented. ADS preprocessor (written in C language) is an extension to SNORT IDS system. We are using SNORT as a kind of sniffer which provides different traffic features (see Table 1 ). For detecting anomalies we are using Chi-square statistic test and coefficients calculated from Discrete Wavelet Decomposition. Profile generator and module responsible for logs and report files is realized in Python language.
For both algorithms first we have to built normal traffic profiles (see stepped lines in Fig. 2-5 ). Traffic profiles were calculated from network traffic collected in 6 weeks.
We assume that during this period of time there is no attack or any suspicious traffic for a given network. But if something unexpected happens, we can cut unwanted traffic before calculation of network traffic normal profiles.
So far the preprocessor was tested with the use of LAN network presented in normal_traffic
where: W -is a feature value calculated for one analysis window by ADS preprocessor (Chi-square test or DWT coefficients energy parameter), µ -is a mean calculated for one analysis window for a given network profile;
σ -standard deviation calculated for one analysis window for a given network profile.
We can arbitrarily set value of σ multiplier.
When the preprocessor indicates anomaly for example in case of UDP and ICMP scanning (see Fig. 6-9 ) a report is generated to a log file. A log file consist of the information when anomaly starts and ends, the traffic fea- 
Experiments and results
Proposed ADS preprocessor was evaluated with the use of local LAN network. The preprocessor examined summary traffic from entire subnet. Usability of proposed solution was evaluated by simulating different attack on tested LAN network (Fig. 10) . We used Back Track [11] 
Conclusion
This paper presents proposition of anomaly detection preprocessor for SNORT IDS system. The major contribu- 
